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Lock usage correctness

Lock / unlock balance
Relation between lock types

Nest lock usage

Lock / unlock balance

Lock and unlock must be used in pairs.



// Holds A.
spin_lock A

/[ Terminates the task without releasing A.

exit




// Holds A.
spin_lock A

\
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// Terminates the task without releasing A.

exit




Lock usage correctness

Lock / unlock balance

. // Holds A.
Relation between lock types

Nest lock usage Sp | n_l OCk A

// Returns to user without releasing A.

return to user



// Holds A.
spin_lock A

\
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user without releasing A.

return to user




Lock usage correctness

Lock / unlock balance
Relation between lock types

Nest lock usage

Relation between lock types

muteXx_lock shouldn’t be acquired in a
spin_lock critical section.



Lock // Holds spin lock A.
usage correctness

Lock / unlock balance S p I n_l O C k A

Relation between lock types

Nest lock usage

/l Holds mutex lock B.
mutex lock B



// Holds spin lock A.
spin_lock A

mutex_unlock B
spin_unlock A



Lock usage correctness

Lock / unlock balance
Relation between lock types

Nest lock usage

Relation between lock types

spin_lock shouldn’t be acquired in a
raw_spin_lock critical section.



// Holds raw spin lock A.

Lock usage correctness

Lock / unlock balance raW_S p I n_l O C k A

Relation between lock types

Nest lock usage

// Holds spin lock B.
spin_lock B



// Holds raw spin lock A.
raw_spin_lock A

/I Holds spin lock B OQ"

™

spin_unlock B
raw_spin_unlock A



Lock usage correctness

Lock / unlock balance
Relation between lock types

Nest lock usage

Nest lock usage

Nest lock API should be called with the
nest lock held.



// Holds A.

Lock usage correctness

Lock / unlock balance S p I n_l O C k A

Relation between lock types

Nest lock usage

// Holds B with nest lock A.
spin_lock nest B, n=A



// Holds B with nest lock A.
spin_lock nest B, n=A

spin_unlock B




\
// Holds B with ne?@?‘

spln_unlock B







Usage from illegal states

RCU usage correctness

Usage from illegal states

Proper use of the APIs RCU read forbidden context e.g. idle
peimistenforread sester shouldn’'t have RCU read sections.



RCU read forbidden context

I/l Specifies a RCU read section.

rcu_read lock

rcu_read_unlock




RCU read forbidden context

/| Specifies a RCU rea@@'_‘ .
rcu_re&@?

rcu_read_unlock




Proper use of the APIs

RCU usage correctness rcu_dereference_protected Is supposed to
Jeagetomileost st be used with updater lock held.

Proper use of the APIs

Delimitation for read section

rcu_dereference is supposed to be used
iIn RCU read section.



// Specifies a RCU read section.

rcu_read lock

RCU usage correctness

Usage from illegal states /[ Calls without necessary lock held.

Proper use of the APIs

Delimitation for read section rC u_d e refe re n Ce_p rOte Cte d A



// Specifies a RCU read section.

rcu _read lock
ogk held.

// Calls W|tho€h
rcu_de ce protected A

rcu_read_unlock




Delimitation for read section
RCU usage correctness
;’gfm'f':'API RCU read APIs should be used in a
roper use o the S . . .
section delimited by rcu_read lock /
rcu_read unlock.

Delimitation for read section



// Specifies a RCU read section.

rcu_read lock

RCU usage correctness
. rcu_read_unlock
sage from illegal states —_— —_—
Proper use of the APIs

Delimitation for read section

/| Traverses RCU list out of read section.

list_for each entry rcu



// Specifies a RCU read section.

rcu read lock
) \
rcu read un@O?:(

/l Traversg RCU list out of read section.
list_for each entry rcu






Lock acquisition order

All the lock acquisition order should be
kept across the kernel code.

Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage



// Holds A. /l Holds B.

spin_lock A spin_lock B
// Holds B while holding A. // Holds A while holding B.
spin_lock B spin_lock A

Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage



/| Holds A.
spin_lock A

/l Holds B while holdin

spin_ IOCLQ

spin_unlock B
spin_unlock A

PO

// Holds B.

spin_ Ioc\B
ﬂwmle holding B.

spin_lock A

spin_unlock A
spin_unlock B



Lock recursive acquisition

The same lock shouldn’t be acquired
twice In a single context.

Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage



// Holds A.
spin_lock A

// Holds A while holding A.
spin_lock A

Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage



// Holds A.
spin_lock A

// Holds A while holding A.
spi;jo:k%%nbg‘ ‘
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spin_unlock A

spin_unlock A



Irg safe usage

Irg safe APIs should be used if the lock is
used In either process or interrupt context.

Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage



Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage

Interrupt context

spin_lock irg A

process context

// Holds A with irg disabled.
spin_lock _irg A



interrupt context
spin_lock A
spin_unlock A

process context

// Holds A with irg enabled.
spin_lock A

spin_unlock A



process context

// Holds A with irg enabled.
spin_lock A

interrupt context

spin_lock A

spin_unlock A
spin_unlock A



process context

// Holds A with irg enabled.

oRt

spin_lock A

.me‘%:e@

ock A

spin_unlock A
spin_unlock A




Lock usage correctness
Lock / unlock balance

Relation between lock types

Nest lock usage

RCU usage correctness
Usage from illegal states
Proper use of the APIs

Delimitation for read section

Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage

Lockdep Is a quite good tool
for checking these.



/I Walits for A to be released.

mutex_lock A

/| Walits for event B.

walit_for_event B

I/ Releases A. // Wakes up wait_for_event B.
Lock dependency correctness - =

Lock acquisition order m UteX_U ﬂ | OCk A eve nt B
Lock recursive acquisitions

Irq safe usage



muteX_lock A

/I Waits for event B.

wait_for_event B

/| Releases A.

mutex_unlock A

/I Waits for A to be released.

mutex_lock A

mutex_unlock A

// Wakes up wait_for_event B.

event B



muteX_lock A

/I Waits for event B.

wait_for_event B

/| Releases A.

mutex_unlock A

/I Waits for A to be released.

mutex_lock A

muteXx_unlock A

// Wakes up wait_for_event B.

event B



mutex lock A /I Waits for A to be released.
mutex_lock A

muteXx_unlock A

/| Releases A.

mutex_unlock A




mutex lock A /] Waits for A to eleased.

mut
. 9

? O“utex_unlock A

Il Rel&%&

mutex_unlock A




Lock dependency correctness
What makes the case

Lock recursive acquisitions

Irq safe usage



Lock dependency correctness
How does it track dependency?

Lock recursive acquisitions

Irq safe usage



Define Dependency

Lock A
Lock B (while holding A.)

= A depends on B. (A - B)



Example

// Holds A.
spin_lock A

// Holds B while holding A.
spin_lock B



Build Dependency Graph



Example

// Holds B.
spin_lock B

// Holds A while holding B.
spin_lock A



Build Dependency Graph



o
A B
\/

Circular Dependency



o
A B
\/

Circular Dependency
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Incorrect lock acquisition order



Incorrect lock acquisition order

SEEUVAYEY



Waliters that cannot be woken up.



Events that are not reachable.



Deadlock detection
walits and events



Define Dependency

Lock A
Lock B (while holding A.)

= A depends on B. (A - B)



Redefine Dependency

Event A occurrence depends on
Event B occurrence.

= A depends on B. (A - B)



Thread

Somewhere /'\

A B

Event A occurrence depends on Event B occurrence.



Example

// Waits for event B.
walit_for event B

// Depends on event B.
mutex_unlock A



Build Dependency Graph



Example

/I Walts for A to be released.
mutex_lock A

/| Depends on releasing A.
event B



Build Dependency Graph



o
A B
\/

Circular Dependency



o
A B
\/

Circular Dependency



REWIND -



// Holds A. /l Holds B.

spin_lock A spin_lock B
// Holds B while holding A. // Holds A while holding B.
spin_lock B spin_lock A

Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage



/| Holds A.
spin_lock A

/[ Holds B while holding A.

S waiter® | B

spin_unlock B
S[levent Aclc A

/| Holds B.
spin_lock B

// Holds A while holding B.
S| waiterA A

spin_unlock A

spjevennBjck B




// Holds A.
spin_lock A

// Holds A while holding A.
spin_lock A

Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage



// Holds A.
spin_lock A

// Holds A while holding A.
S| ivaiterA | A

spin_unlock A

SpleventAjck A




process context

// Holds A with irg enabled.
spin_lock A

interrupt context

spin_lock A

spin_unlock A
spin_unlock A



process context

// Holds A with irg enabled.
spin_lock A

interrupt context

S hwaiterA |\

spin_unlock A
spireyanl@ck A




/I Walits for A to be released.

mutex_lock A

/| Walits for event B.

walit_for_event B

I/ Releases A. // Wakes up wait_for_event B.
Lock dependency correctness - =

Lock acquisition order m UteX_U ﬂ | OCk A eve nt B
Lock recursive acquisitions

Irq safe usage



muteX_lock A

/I Waits for event B.

walf waiter® £t B

/| Releases A.

mufeeventAdck A

/l Waits for A to be released.

mll,ﬂtmittgl@ck A

muteXx_unlock A

// Wakes up wait_for_event B.

cevent B3




Lock usage correctness
Lock / unlock balance
Relation between lock types

Nest lock usage

RCU usage correctness
Usage from illegal states
Proper use of the APIs

Delimitation for read section

Lockdep Is a great tool
for checking these two.




Lockoenids not the best tool
for this purpose.




So | developed a new tool named
DEPT to replace the 3" part to deal
with dependency in the best way.



Lock dependency correctness
Lock acquisition order
Lock recursive acquisitions

Irq safe usage

DEPT Is the best tool
for this purpose.




DEPT
waliters cannot be woken up



DEPT
events are not reachable



Pros
Works with all types of wait.
Supports multiple reports efficiently.
Provides easy APIs to annotate wait / event.

cons
Just started so still has false positives.



LKML Discussion
https.//Ikml.org/lkmi/2022/5/4/218

Github Repository
https://github.com/Igebyungchulpark/linux-dept



https://lkml.org/lkml/2022/5/4/218
https://github.com/lgebyungchulpark/linux-dept
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